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Hacrosiimass mporpamma mpegHa3HaueHa JUIsl JIUI, IMOCTYMAIONMIMX B MAarucTpatypy o
HarnpasieHuto nmoAaroroBku 10.04.01 «Mudpopmanrionnast 6€30MacHOCTbY.

[IporpaMma CONEPKUT TEMbI, BKIOYEHHBIE B MEKIUCHUIUIMHAPHBIA 3K3aMEH 110
HAIpaBJICHUIO U cOOeCeI0BaHKE, PEKOMEHIYEMYIO JINTEPATYypPy IS TIOJTOTOBKH K BCTYIUTEILHBIM
UCTIBITAHUSM, a TaK)Ke NMPUMEPHBIN BapHaHT TECTa MPOBEPKHM 3HAHUK MOCTYMAIOIIUX HA TAHHYIO

MarucTepcKylo nporpammy.

KonrakTHas nndopmanms:
344002, Poccus, r. PoctoB-Ha-/lony, yu. b. Cagosas, 69
WWW.rsue.ru

IIpuemnast komuccus:
r. PocToB-Ha-/lony, yi. b. Cagosas, 69, ka6. 108, 110, Temn. (863) 237-02-60, 240-55-48

Kadenpa «AnpopManuoOHHBIX TEXHOJIOTHIi U 3aIMTHI HHpOPMaum», aya. 3006a,

Ten. (863) 240-21-23


http://www.rsue.ru/

COJIEPKAHME

TpeboBaHMsI K BCTYIIUTEIBHOMY HUCIIBITAHUIO
[Iporpamma BCTyIIUTENBHBIX UCIIBITAHUN
[Ipumep TecTOBOrO 3a1aHUs

CrMcoK OCHOBHOM JINTEpaTyphI

CHHcoK TONOJHUTEIBHON JIUTEPATYPBI
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TpeGoBaHUS K BCTYNIMTEIbHOMY UCIBITAHUIO

[lenp BCTYNUTENBHOTO UCTIBITAHUS 3aKII0YAETCS B KOMILJIEKCHOM ONpEe/IeTICHUU
MPAKTUYECKON U TEOPETUUECKOM MOTOTOBIEHHOCTH MOCTYNAIOUIET0 B MArUCTPATypy
OakanaBpa (CHelUaNINCTa) WU COOTBETCTBUSI €r0 3HAHWUN, YMEHUW U HABBIKOB
TpeOOBaHMSIM O0YUYEHUSI B MArMCTpaType MO HAMPaBICHUIO MOATOTOBKU. McnbiTanus
HOCAT JMCUUIUIMHAPHBIA XapakTep M BKIIOYAIOT TeMbl 0a30BbIX JUCHUIUINH
HarpaBieHus OakanaBpuarta (crenuanurera) « MHpopManmonHas 6€30macHOCThY.

K cpade BCTYyNmMTENBbHOTO »SK3aMEHAa JIONMYCKAIOTCS JIMI[A, HWMEIOIUe
3aKOHYEHHOE BbICIIee MpodeccHoHaIbHOe 00pa30BaHuEe CO CTENEHSAMU «OaKajJaBpy,
«CTICLIHAIIACT.

BerynurenbHble  MCOBITAHMST B MarucTparypy MnpoBoasTcs B (opme
MUCbMEHHOI'O TECTUPOBAHMUS.

OCHOBHBIE 337]a41 TECTUPOBAHUS:

® [IPOBEPUTH YPOBEHb 3HAHUI MMOCTYIAIOIIETO;

® ONpPEIEIUTh CKIIOHHOCTH K HAYYHO-HCCIIEA0BATENbCKOMN IEATETbHOCTH;

® OIpPEIEIUTh YPOBEHb HAYYHBIX HHTEPECOB;

® ONpPEIEIUTh YPOBEHb HAYYHO-TEXHUYECKOUN 3PYIULIMH ITOCTYTIAOIIETO.

OpueHTUpOBOYHAs  MPOJOJDKUTEIBHOCTh  MPOLEAYPhl  BCTYNHUTEIBHBIX
ucnbITaHUl — 60 MUHYT.

B ocHOBy mporpamMMbl  BCTYNUTENBHBIX  HMCHOBITAHHA  ITOJOYKEHBI
KBAIM(PUKALMOHHBIE TPeOOBaHUS, MpEAbsIBIseMble K OakanaBpaMm (CreuuaIrucTam)
1o HanpasiieHuto « MHpopManmonHas 6€301nacHOCTbY.

Kaxxnplii 3K3aMEHAIIMOHHBIM OWJIET COCTOMT M3 BOIPOCOB TECTOBOI'O THIIA.
Pe3ynbpTaThl BCTYNUTENBHOIO HCHbITaHUA oueHuBaroTcsa mo 100 OGanpHOM ImIKae.

MunuManbsHbIi poxogHou 6amt 30.



MPOT'PAMMA BCTYNUTEJIbHBIX UCITIBITAHUI

PA3JIEJI 1. OPI'AHM3AIIMOHHO-ITPABOBOE OBECIIEYEHHUE
NHO®OPMAIIMOHHOMU BE3OITACHOCTH
3aKOHOJATEIbHO — TMPaBOBbIE U OPraHU3ALMOHHBIE OCHOBBI OOECHEYEHUS 3alUThI

unpopmanuu. CTpykTypa 3akoHOoAarenbctBa PO B obnmactu 3ammutel uHGOpManuu. VcTOUHUKH
KOHpHIEHIIMATbHOH uHpopManuu. Yrpo3sl OezomacHoctn wuH(popManuu. Poap U MecTo
OpraHU3alMOHHO-IIPAaBOBOM 3alUThl MH(OPMALMU B CTPYKTYpE CHCTEMBbI 3alUThl MH(OPMAIHH.
OpraHu3allMOHHbIE KaHalbl YTEYKM KOHOuAeHIManbHOW uHpopmauuu. OpraHuzanus 3allyThl
uHpopmauuu Ha npeanpuaruu. [lonutuka 6e3onacHoctu npeanpusaTus. Madopmarus kak 0ObekT
IPaBOBOIO PEryaHpoBaHMA. Buasl uHPOpMaNWuW, 3allUIIaeMON 3aKOHOJATeIbCTBOM PO.
['ocynapcTBeHHas TaliHa Kak OocoObIi BuJ 3amiuiiaeMod uHpopMmanuu. [IpuHIMNIBI, MEXaHU3M U
npolielypa OTHECEHHsI CBEIEHUH K rocyaapcTBeHHOM TaiiHe. [lopsaok 3acekpeunBaHus CBEICHUIH,
JIOKYMEHTOB M mpoayKuuu. Ilopsnok paccekpeunBaHUs CBEJEHHUH, JTOKYMEHTOB U INPOJIYKIIMH.
Cucrema KOHTPOJISI 3a COCTOSHHEM 3alllUThl TOCYJApCTBEHHON TaiHbI. OpraHpl 3amlUTHI
rOCYyJapCTBEHHON TalHBI M WX mnoidHoMouus. HOpuandeckas OTBETCTBEHHOCTb 3a HApYIICHUS
IPaBOBOIO PEXHMA 3aLIUTHl T'OCYAApCTBEHHOHM TaiHbl. OOBEeKkTHl 3amuThl. OOS3aHHOCTH JIMIL,
JIOMYLIEHHBIX K CBEACHUSAM, COCTAaBJIAIOLIMX KOMMeEpYecKyro TaiiHy. OpraHuzanusi KOHTpOJS 3a
obecrieyeHneM pexuMma Tpu padoTe CO CBEICHUSMH, COACPKAIIMMH KOMMEPYECKYIO TaiHy.
OO0s3aHHOCTH TEPCOHAJNIa OpPraHU3allMM IO COXPAHEHHI0 KoMmMMepueckol TaifHel. CocTtaB u
CTPYKTypa cUCTeMbl Oe3zomacHOCTH mpeanpustus. [IpaBoBble OCHOBBI JEATEIBHOCTH CIYXKOBI
6e3onmacHocTH. OpraHu3alnoHHOE oOecrieyeHre HHPOPMALIMOHHOM 0€3011acHOCTH MPH MPOBEACHUU

3aKpBITBIX MeponpuaTuil. Opranu3zanus HHPOPMAIIMOHHO — aHAIUTUYECKOU paboThlI.

PA3JEJI 2. TEXHUYECKAS 3AILIUTA UHOOPMALIUN

CymHocTh M TOHATHE WHGPOPMALMOHHOM Oe3omacHOCTH. MecTto HMHPOPMALMOHHOM
0e30MacHOCT B CHCTEME HalMOHaJIbHOW Oe3omacHocTH. HanmonanbHble uHTEpecsl PD B
uHpopmalnoHHoH cdepe. CymHOCTh U MOHATHE MH(POPMalUMOHHON Oe3omacHOCTH. Buubl yrpos
uHpopMannoHHoi Oe3onacHoct P®. Hctounuku yrpo3 uHdopmanmonHoi OezonmacHoctu PO.
OcHoBHBIE 3amaud Mo obecneueHuto uHGopManMoHHOM Oe3onmacHocT P®d. OOGecneuenue
uHpopmanoHHoi 6e3omacHocTy P B MHPOPMAIIMOHHBIX U TEIEKOMMYHHKAIIMOHHBIX CHCTEMaX.
Cucrema obecrnieuenusi nHpopmamoHHoi 6e3onacHocTH P®. OcHOBHBIE CBONCTBA MH(OpPMAILIUH.
Bunsl npencrasnenus uadopmaruu. Crucrema 3amuTsl nHGopManuu. Buasl yrpo3 6e3onacHocTu
uHpopmanuu. Opransl JoObiBaHus HH(popManuu. MCTOUHMKM UM HOCUTENH HH(POPMAIHH.

Hctounuku (b yHKIIMOHATBHBIX CHATHAJIOB. Uctounuku I[IODMUH. Knaccudukarmmst
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aKyCTO3JICKTPUUECKUX TpeoOpazoBaTeneil. M3myyaTen HU3KOYACTOTHBIX CUTHANOB. M3mydarenu
BBICOKOYACTOTHBIX cHUrHajioB. Ilapasutnbie cBsizu U HaBoakH. Dopmber 3U. OOBEKTHI 3aIIUTHI
undopmanuu. [Honstus: OTCC, BTCC u ux cocras; BII(3II); K3; 30na 1; 30Ha 2. XapakTepucTuka
TKYU. Tlpuuunbr Bo3HukHOBeHUs: TKYU. Knaccudukamus TKYU. TemekomMMyHUKAIMOHHBIC
KaHaJIbl yTeukd MHpopManuu. AKyCTHYECKHE KaHalbl yTeukd mHpopmanuu. OpraHu3alvOHHBIC
MEpONPHUATHS MO 3alIUTe HWHPOPMALUU OT YTEUKH IO TEXHHYECKHM KaHajlaM. TeXHHYecKue

MCPOIPUATHSA 10 3aIIUTEC I/IH(bOpMaHI/II/I OT YTCUKHU 10 TEXHUYCCKHUM KaHaJlaM.

PA3AEJI 3. JUIEH3UPOBAHUE, CEPTU®OUKALUA, ATTECTALIUSL.

CrpykTypa cHCTEMBI TOCYJapCTBEHHOI'O JMIeH3upoBaHus. Ilopsnok mpoBeneHus
nauneH3upoBanus. JluneHsupoBanue B obOnactu  3amuThl  mHpopManuu. [lepedeHb BUAOB
JIESATENIbHOCTH B 00JacTH 3amuThl WHGOpPMAIUU, MOJISKANINX JUIleH3upoBaHuto. [lopsaok
o(opMIIeHH 3aIIpoca Ha JIMIIEH3UPOBAaHUE N0 BUAAM JieaTelnbHOCTU. ['ocynapcTBeHHas aTTecTanus
pykoBoguTenell npeanpustuii. OCHOBHBIE JIMLEH3UOHHBIE TpeboBaHud M ycnoBus. CTpykTypa
cuctembl ceprudukanmu B obmacTu 3amuThl uHpopmanuu. [lopsanok mpoBeAeHUs aTTECTAllMHM U

KOHTPOJISI 00bEKTOB MH(OPMATU3ALINH.

PA3JEJ 4. KPUIITOTPA®UYECKASA 3AIIIUTA UHOPOPMALIUN

Hctopus passutus kpunrorpapuu. [loHaTue o TpaAMLMOHHBIX METOJAaX MIM(PPOBAHMUI.
Knaccuueckue wmeroapl mmdpoBanus. Cranpapt mudposanus nanHsix DES. Vmpasnenue
KIIIOYaMH B CHMMETPUYHBIX KpUNTOCHCTEMaX. KpUIITOCHCTEMBI ¢ OTKPHITBIM KITt0o4oM. OCHOBHBIE
HOHSTUS Teopuu uncen. Anroput™ mudposanus RSA. Yrpasnenue kiodaMu B aCUMMETPUYHBIX
KpUnTocucTeMax.  XdHI-()yHKIIHH. OnexktpoHHas  uu¢poBas  moAmnuck.  [IpoTokob
ayreHTH(UKanuu. MUTOCTOMKOCTh U NMOMEXOYCTOMUMBOCTh KPUNITOCUCTEM. MeTo/bl TeHepaluu
ciyuaitHelx umcen. Kpunrorpagudeckue mmugpparopsl. OcoOEHHOCTH MpOrpaMMHO-aNIapaTHON

peanu3anuy KpunTorpapuyecKoi 3aiuThl KOMIIBIOTEPHBIX CETEH U CEeTEeH CBS3H.

PA3AEJI 5. NHP®OPMALIMOHHASA BE3OITACHOCTbBH CETEHA n
TEJEKOMMYHUKAITUIA

Tomonorun  pu3MIECKUX ceTeld. 3allUIIECHHbIE TMPOTOKOJIbI M YPOBHHU CETEBOTO
B3auMoieicTBusA. Mepapxus 3allMIIEHHBIX MPOTOKOJIOB CETEBOIO B3aUMOACUCTBHUA. ITaJOHHAs
Mojienb ceTeBoro B3aumoseicTBuss OSI. IIpoTokonsl U cTaHAapTHI JOKATBHBIX ceTed. TexHomorus
Ethtrnet. Texnomoruu Fast Ethernet. Tumbl nunuit cBs3u. Metoasl koMmmyraruu. KommyTanus

kaHaioB. Kommyramus mnakeroB. Kommyraumsi coobmenuii. CTpykTypa Tri100aJbHBIX CETEH.
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KommnbroTepHble T700anbHble CeTH ¢ KOMMYyTauuei nakeToB. [IpyUHIUMIBI KOMMYTAllUK MAaKETOB C

UCTIOJIb30BaHUEM TEXHUKU BUPTYaibHBIX KaHanoB. Cetu X.25. Cetu Frame Relay.

INPUMEP TECTOBOI'O 3ATAHUA

1. Hocurenu 3amumaemoii nnpopmanuu (estoepume éce npasuibHble ONMEemol):
1. aieMeHTapHbIE YaCTHUIIBI

2. IMHUU CBSI3U

3. 3IEKTPOMAarHUTHBIE TOJIS

4. akyCTHYECKHUE 0JIs
2. KonTpoJsmmpyemasi 30Ha:

1. 30Ha, B KOTOPOI HCKJIIOUEHO MOSBICHUE TOCTOPOHHUX JIUI M TPAHCIIOPTHBIX CPE/ICTB

2. 30Ha, B KOTOPOH MCKJIIOYEHO NOSBIIEHUE JIMII U TPAHCIOPTHBIX CPEJACTB, HE HMEIOLIUX
MIOCTOSIHHBIX WJIM BPEMEHHBIX ITPOITYCKOB.

3. 30Ha, B KOTOPOI UCKIIIOUEHO MOSBICHHUE JIUI] U TPAHCIIOPTHBIX CPEJICTB, HE UMEIOIIUX
JIOTTYCKa K 3alUIIaeMoil HHpopMaIiu
3. 30na 2 — npoctpancTBo Bokpyr OTCC:

l.Ha TrTpaHune M 3a I[peae’laMH KOTOPOTO HANpPSKEHHOCTh 3JIEKTPOMAarHUTHOIO IOJIS
MH(OPMATUBHOTO CUTHAJIA HE MPEBHIIIAeT HOPMUPOBAHHOTO 3HAYCHHUS.

2.3a mpenenamMM KOTOPOrO HAIpPsDKEHHOCTh 3JIEKTPOMArHUTHOIO MO  MH(POPMATHBHOTO
CUTHAJIa HE MPEBBIIIAET HOPMUPOBAHHOI'O 3HAYEHUSI.

3. B mpefienax KOTOPOro HapsKEHHOCTD 3IEKTPOMAarHuTHOTO MOJIsl UH(OPMATUBHOTO CUTHAJIA
HE MPEBHIIIAET HOPMUPOBAHHOTO 3HAYECHHUS.

4. 3ona 1 — npocrpanctBo Bokpyr OTCC:

1. Ha rpaHuIe M 3a OpeaesamMu KoToporo ypoBeHb HaBeneHHoro or OTCC uHpopmaTuBHOrO
curHana B BTCC, a taxke B NMOCTOPOHHMX NPOBOAAX M JIMHUAX Nepefadyd HHQOpMaluu, He
IPEBBIIIAET HOPMUPOBAHHOTO 3HAYEHMUSI.

2. 3a mpenenamu Kotoporo ypoBeHb HaBeneHHoro or OTCC umHGOpMAaTHBHOrO CUTHaja B
BTCC, a Taxxe B MOCTOPOHHHX MPOBOJAX M JIMHUAX Mepetadynd UH(OpMAIMH, UMEIOIINUX BBIXOJ 32
npeaeinsl K3, He npeBbIIaeT HOPMUPOBAHHOTO 3HAYEHUS.

3.Ha rpaHMIle U 3a IpeaeaaMu KoToporo ypoBerb HaBegeHHOro oT OTCC nundopmaTuBHOTO
curHana B BTCC, a Takke B TOCTOPOHHUX MPOBOJIaX U JUHUSX Meperaud HHPOPMALUU, UMEIOLTIX

BBIXO/I 3a MPCACIIbL K3, HC NPCBBIIACT HOPMHUPOBAHHOI'O 3HAYCHU .



5. Uro BXOAUT B TEXHHYECKHUI KaHAJ yTeuKkn UHpopmauun? (evstdepume 6ce npasuivhsle
omeemul):
1. ®usnyeckas cpeaa pacupocTpaHeHuss HHOPMAIIMOHHOTO CUTHAJIA
2. OOBEKT pa3BeIKH
3. CyOBeKT pa3Beaku
4. TexHMUECKOE CPEACTBO Pa3BEIKU
6. TexHuueckHe KaHAJIbl yTedkum uHpopmaunuu, odpadarniBaemoiit TCOM (evibepume ece
npaguibHble OMGEMbL):
1 .anexTpuueckuit
2.371€KTPOMarHuTHbII
3.MHIYKIMOHHBIN
4.BubpoaKycTudecKuit
S.nmapaMeTpu4ecKuin
7. Ucrounnku [IDMUH (sb16epume 6ce npasuvhvle omeemet).
1. BeruncnutenpHas TEXHUKA
2. BuOpanusi OKOHHBIX CTEKOJI
3. MoHUTOp BUIEOKOHTPOJIS
4. IIpoBoJKa AJIEKTPONUTAHUS
8. TexnuyeckHe KaHAJbI YTEYKHM AKYCTHYeCKOi peveBoii uHdopmauuu (evibepume éce
NpPAgUIbHbBIE OMEEMbL):
1.0 THKO-271EKTPOHHBIN
2.57IEKTPOMArHUTHBIN
3.MHIYKIHOHHBIN
4.BuOpoaKycTUYECKUit
S5.2JEKTPUYECKUN
9. Heanb arrecTanun 00beKTOB MHGOPMATH3ALMN:
1. 0OHAPYXUTh TEXHUYECKUE KaHAJIbI YTEUKU WHPOpMaIIUU
2. BBISIBUTH TIEPCOHAII, CIOCOOHBII pacIpOCTPaHATh 3alUIIAeMYI0 HHHOPMAIIUIO.
3. BBISIBUTH CPECTBA HETJIACHOTO CheMa UH(OPMAIIUH.
4. IOATBEPUTH, YTO OOBEKT COOTBETCTBYET TPEOOBAHUAM CTaHAAPTOB WJIM UHBIX HOPMATHBHO-
TEXHUUYECKUX JIOKYMEHTOB 0 0€30MacHOCTH MH(POpMAaIIH.
10. OOs3aTe/ibHOI aTTeCTAUMH MOMJIEKAT 00beKTbl HHGoOpMaTuU3auuu (6vldepume 6ce
npasuibHbvle ONMEentsl).

l.mpenHa3HaueHHbIE 111 00paboTKK MHGOPMAIIUH, COCTABIIAIONIEH TOCYIaPCTBEHHYIO TalHY



2.BefIeHUs] KOH(PHICHIIMATbHBIX IEPErOBOPOB
3.ympaBieHus] SKOJIOTHYECKH OMACHBIMU OOBEKTAMHU
11. K OTCC otHocsiTcst (6b10epume 6ce npasuibivle OMEemol).
l.cpencTBa U3rOTOBJICHUS U PA3MHOKEHHUS JOKYMEHTOB
2.cucTeMbl OXpaHHOW CUTHAJIN3aLUuU
3.cucTemMbl OKapHON CUTHAIU3ALUU
4.cpencTBa U CUCTEMBI OTKPBITOM TeIe(OHHOMN CBSI3H;
5.anmaparypa 3ByKOYCHJICHUS B BBIJICIICHHBIX TOMEIIEHUAX
12. K OTCC oTHoCATCS TeXHUYECKHe CPeACTBA, 00padaTbiBalomue:
1 .2KOHOMHYECKYIO0 HH(POPMAIIHIO
2.TeXHUYECKYI0 HH(OPMALIHIO
3.uH(pOpMaLIHIO OTPAHUYEHHOTO JI0CTYIa
4. mHPOPMAITUIO O TTOCTABIIUKAX
13. Kak Ha3bIBaeTcsl MeponpusiTue Mo 3ammuTe HHpoOpManuu, NpeIycMaTpuBalollee
NpUMeHeHHe CHEeNUATbHBIX TeXHHYECKHX CPeACTB, a TaKKe peaau3alui0 TeXHUYEeCKUX
pelieHuii?
1. OpranusannoHHOe
2. Opranu3alOHHO-TEXHUYECKOE
3. TexHUYECKO-OpraHNU3aMOHHOE
4. Texnuueckoe
14. B kakom 10KyMeHTe H3J107KeHbl OCHOBHbIE COCTABJIAIOIINE HAIMOHAJIBLHBIX HHTepecoB PD
B HH(opMannoHHOI1 cepe:
1. Koncturynus PO.
2. Vka3 Ilpesunenta PO No537 «O Crparterun HanmoHanbHON Oe3omacHoct P® mo 2020
roja»
3. Nel49-®3 «O06 undopmanuu, THPOPMAITMOHHBIX TEXHOJIOTUSIX U O 3aIIUTE HHPOPMAITTNY
4. «Jloxtpuna uHpopmManoHHOU 6e30nmacHOCTH PDy». Ne646 ot 5.12.2016 T.
5. «Crparerus pa3BuTHs HHGOpMaMOHHOTO 001ecTBa B PO». Ne [1p-212, 2008 r.
15. B kakoM 3aK0He onpeae/ieH NPABOBOH pPe:XKUM HH(OPMATH3ALMH, IPABUJIA, IPOLEAYPHI
pacnpejaeieHse OTBETCTBEHHOCTH B 00JacTH 3amuThl HMHQpOpManmum B cucTeMax ee
00padoTKH, yYCTAHOBJIEH NOPS/AOK NPaBOBON 3alIMTHI U TAPAHTHU pealu3allu¥ NpPaB M
OTBETCTBEHHOCTH Cy0beKTOB MH(OPMAIMOHHBIX B3AUMOOTHOIICHMIA:
1. ®enepanbhbiii 3akoH oT 28.12.2010 Ne 390-D3 "O 6e3omacHocTH".
2. ®epepanpHbiidi 3ak0H 0T 27.07.2006 Ne 149-®3 "O6 wmHbopmarnmu, HHOOPMAITOHHBIX
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TEXHOJIOTUSX U O 3aIuTe HHPopMaImm'.
3. ®enepanbublii 3ak0H 0T 27.12.2002 No 184-D3 "O TeXHUYECKOM PETYIHPOBAHUH".
4., ®enepanbHbiii 3ak0H OT 27.07.2006 No 152-®d3 "O mepcoHabHBIX
NaHHEIX".
16. Bce HopMaTHBHO-IPaBOBbIE€ aKThI B PD He MOTYT NPOTHBOPEYHUTD...:
1. YronoBHomy konekcy P®
2. AaMuHHCTpaTUBHOMY Kojaekcy PD
3. Koncruryuuu PO
4. 3akonawm, yrBepxaeHHbM ['J] PD
5. Yka3awm IlIpesunenra PO
17. Ucnonnenue 3akoHa «O nepcoHATbHBIX JAHHBIX) OPraHU3yeT:
1. 'ocynapcrBennas Jlyma PO
2. Ilpesunent PO
3. [IpaBurensctBo PD
4. ®CTIK comectHO ¢ PCh
18. CroiicTBa nH(popManun Kak 00beKTa 3alIMThI (6bl0epume 6ce NPAGUILHLIE ONEENIbL).
1. KonduaeHunaibHOCTh
O3HaKOMJICHHE.

JocTynHocTh

2
3
4. Monudukanms.
5. JlocToBepHOCTH
6. YHuuToxeHHe.
7. llenoctHOCTH
8. biokupoBanue.
19. YUro Takoe pasriamenue HHGOpMANN (6bldepume 6ce NPAGUIbLHbIE OMEENIbL).
1. YMpinuieHHble AeMCTBUS IPUBEAIINE K 03HAKOMIICHHUIO CBEACHUSMH JIUL, HE JOMYIIEHHbBIX K
HUM.
2. HeocToposkHbIE NENUCTBUS MPUBEIINE K O3HAKOMIICHUIO CBEACHUSMM JIMILI, HE JOMYIIEHHBIX
K HUM.
3. beckOHTpOIbHBIN BBIX0]T KOH(GUACHIMATBLHON HH(OPMALINY 3a ITpeiebl OpraHu3aliy Ui
Kpyra JIuI
4. IIpoTuBOIIpaBHOE MpEeTHAMEPEHHOE OBJIAJICHHE KOHPHICHIIMATbHON nH(pOopMaruei
20. ITepeyennb cBeneHHil KOH(PUACHIMAIBHOIO XapaKTepa N0 BHAaM TailHbl (6bli0epume 6ce

npasujibHble omeem bl) .
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1. cmyxeOHbIE CBEIEHUS
2. cBeZieHHs 00 OPraHU3aIMOHHON CTPYKTYpPE OpraHu3aIuu
3. cBeIeHUSI, CBSI3aHHbBIE C KOMMEPYECKOU JIEITEIbHOCTH
4. cBeleHMS, paCIpPOCTPAHEHHE KOTOPBIX HAHECYT yIIepod WHTEpecaM MHHHUCTEPCTBA
(BemoMcTBa) WK OTPACIU SKOHOMUKH PD.
5. CBelIeHUs O COJIepKaHUU Y CTaBa MPEAIPUITHS
21. JluumeH3upoOBaHMe [eSITEJIbHOCTH IO TEeXHHYECKOW 3ammTe KOH(QUIEHIIHAIbHOI
uH(pOpMAUM OCYIIECTBJISIOT:
1.®Ch PD
2.0CTOK
3 CBP PO
4. MO PO
22. Jlonyck npeanpusTHil K NPoBeIeHUI0 PadoT, CBA3aAHHBIX ¢ HCI0JIb30BAHMEM CBeleHMI,
cocrapasiromux I'T, ocymecrBasior:
1.®Ch PD
2.0CTOK
3 CBP P®
1.MO P®
23. C kakoii nesb10 B Poccun 3ammmaoTcsi nepcoHajibHble JaHHblIe?
1. nnis obecrieuenust ycnoBuit Bxoxaenust Poccuu 8 BTO
2. nuist obecrieyeHus! MpaB Ha HEMPUKOCHOBEHHOCTh YaCTHOM HU3HU, JINYHYIO U CEMEHHYIO TallHy
3. U1 3alUThl TOCYIapCTBEHHON TailHbI
4. nyist obecrieyeHusl HHTepecoB Ou3Heca
24. Kakue u3 nepevyucJieHHbIX CBe/IeHHIl He BXOISIT B COCTAB MEePCOHAIBHBIX JaHHbIX?
1. ron poxnenus
. MECTO POXKIECHUS
. CEMEMHOE TIOJI0OKECHHUE

. CBCICHHUA O CPCACTBAX obecneueHrs 0€30IaCHOCTH NEPCOHANIBHBIX TaHHBIX

2

3

4

5. colMaJbHOE MOJI0XKECHUE
6. HAaITMOHAJILHOCThH

7. COCTOSTHUE 3TOPOBbS

8. cyIuMOCTh

25. Uro mpeanmucaHo CaeJiaTh C NMEPCOHAJBHBIMH JAHHBIMH TOCJ€ JOCTH:KEHUsl Lejei, ¢

KOTOPHIMH OHU 00padaTbiBaiuCh? (6blOepume 6ce npaguibhble OMGEEmol):
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1. XpaHUTh B TCUEHUE YCTAaHOBIEHHOTO CPOKa
2. mepenaTh B YIIOJHOMOUYEHHBIN OpTraH 10 3alIUTe MPaB CYObEKTOB MEPCOHATBHBIX TAHHBIX
3. YHUUYTOXHUTh
4. oryOJIMKOBaTh
5. 6;10KHpOBaTH
26. IIpuHIMIIBI 00PAGOTKH MEPCOHANBHBIX TaHHBIX (6bl0epume éce npasuUIbHbIE OMEENIbL):
1. oObearHEHNE PA3IUYHBIX 0a3 TaHHBIX
2. onpenenenue 1eneil 00paboTKU MepCOHANBHBIX JaHHbBIX
3. copepkanue u 00beM 00padaThIBaeMbIX EPCOHATBHBIX JAHHBIX COOTBETCTBYIOT LIEIISIM
00paboTku

4. MNEPCOHAJIBHBIC JaHHBIC XPAaHATCA B TCUCHHUC I'0J1a IOCJIC JOCTHXKCHUA L CIIN O6pa6OTKI/I

27. Cy0beKT nepcoHaIbHBIX IaHHBIX HMeeT IPABO0 HA MoJIy4YeHre HH(popMannu, Kacamecs

00padoOTKHU ero MepCcoHAIbHBIX TaHHBIX (6blOepume ece NPAGUILHbIE OMEEMbL):
1. menu u mpuUMEHsIEMBIE OIEPaTOPOM CIIOCOOBI 0OPAOOTKH MEPCOHATBHBIX JAHHBIX;
2. cBeZieHHs O paOOTHHUKAX OMepaTopa, KOTOPhIE UMEIOT JOCTYI K MePCOHATBHBIM JaHHBIM
3. cpoku 00pabOTKM MEPCOHABHBIX JaHHBIX
4. HAMMEHOBAHUE U MECTO HAXOXKJICHHS OlepaTopa
28. Onepartop Brpase NOPY4YUTH 00PaGOTKY NEPCOHAIbHBIX JAHHBIX APYroMy JIHIY:
1. Jla
2. Her

29. Onepartop 00si3aH NPEIOCTABUTH CYOBEKTY MEPCOHATbHBIX JAHHBIX CJIEIYIOIIYI0

nHpopManMIo (MepcoHATbHbIE JAHHBIE MO0JYYeHbI He 0T Cy0beKTa NepCOHAIbHBIX JAHHbIX)

(6vb10epume 6éce npasubHvie omeemut):

1. OCJIb O6pa6OTKI/I MEPCOHANIBHBIX TAHHBIX U €€ ITPABOBOC OCHOBAHUC

2. CBCIACHUA O pa6OTHI/IKaX oneparopa, KOTOpbI€ UMCHOT NOCTYII K IIEPCOHAJIBHBIM JaHHBIM

3. cpoku 00pabOTKH MEPCOHATBHBIX TAHHBIX
4. UCTOYHHUK MMOJIYy4CHHA IEPCOHATIBHBIX JaHHBIX

5. I/IH(I)OpMaI_[I/II-O () npennonaraeMoﬁ TpchrpaHI/Iquﬁ nepeaaye JaHHbIX

30. Tunosasi popma 10KyMeHTOB npu 00padorke I1/IH, ocymecTB/isieMoii 0e3 MCMOJIb30BAHUS

CPECTB aBTOMATH3ALMH, 10JI’KHA COAEPKATH CBeeHNs 0 (8vldepume 6ce npasuibHble
omeemul).

1. ncrounuke nonyuenus I1/1n

2. cornacuu cyonekta 1/

3. nenu obpadotku [1/1H
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4. cBeneHNs 0 pabOTHHUKAX OTEepaTopa, KOTOpbIe UMEIOT noctyn K [1/IxH

31. Jas MCIIJH axkTyajJbHBI YIpo3bl, CBSI3AHHbIE C HAJHYHEM HeAEeKJIAPHUPOBAHHBIX
BO3MO’KHOCTEH B IPUKJIATHOM MPOrPaMMHOM oOecriedeHuu. ITO Yrpo3bl:

1. 1-ro Tuna

2. 2-r0 THIA

3. 3-ro Tnma
32. IIpu 00padoTKe NMEPCOHAJIBHBIX JTAHHBIX, KAacawlHecs: MOJMTHYECKUX B3IVISJA0B, OHA
orHocutcsa k UCII/In, oOpadaThiBalomieii:

1. OGuomerpuueckue NepcoOHaNbHbIE TaHHbIE

2. 0O0IIe0CTyIMHbBIE IEPCOHANILHBIC TaHHBIC

3. crmenuagbHbIE KaTeropyuy MEePCOHABHBIX IAHHBIX

4

HHBIC KaTCTOPHUHU IIECPCOHAIbHBIX JaHHBIX

33. Jass nHGOpMANMOHHONH CHCTEMbl aKTyaJdbHbl YIPo3bl 2-ro THNA W WHGOPMAIMOHHAS
cucremMa odpadarpiBaeT nmacnoptHeie JaHHble 0osiee yeM 100000 cy0beKkTOB mepcoOHAJBHBIX

JAaHHBIX, H¢ fABJAKIIMUXCHA COTPYAHUKAMHU oIlepartopa. I[JIH HEe YCTaHaABJIHUBACTCH YPOBCHbL

3aIUIIEHHOCTH:
1.1
2. 2
3. 3
4. 4
5. 5

34. JInsa obdecniedeHUs] KAKOI0 YPOBHSA 3alIMILIEHHOCTH NMEPCOHAJIBHBIX JAHHBIX NP UX
oopadorke B UCII/IH He00Xx0auMo0, YTOOBI OBLII0 HA3HAYEHO 0JZKHOCTHOE JINIIO,
OTBETCTBEHHOE 32 o0ecneueHne 6e30nacHoCTH NepcoHaabHbIX JaHHbIX B UCTIIH? (6v16epume
6ce npasuibHble OMEemol):

1.1

2.2

3.3

4.4

5.5
35. KoHTpoJIb 32 BbINOJHEHHEM TPeOOBAHMH K 3a11MTe NepcoHANbHBIX JaHHbIX B UCII/In
NMPOBOAUTCS

1. He pexxe 1 pa3a B TeueHue roja
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2. He pexe 1 pazaB 2 roga
3. He pexe 1 paza B 3 rona

4. HUYETO U3 BBIICTICPECUYN CIICHHOT'O

36. Ilociie yTBepaeHUS NOJUMTHKH B OTHOIIEHUHM OOpPa0OTKM MNEPCOHAJIBHBIX JAHHBIX,
JOKYMEHTBHI ee oOomnpeaessiiome, MOMJIeKAT ONMyOJMKOBAHNIO HA OQUIHAIBLHOM caiiTe
rocyJ1apCTBEHHOI0 UJIH MYHHULIMIIAJBLHOTO OPTraHA B TeYeHHe:

1. 5 nHent

2. 10 nuen

3. 20 mgHeit

4. Mmecsra

37. Kakoii 3Tan HE npoBoaurcst npu npoBeaennu kiaaccupukanuu UCILIu?
1. bopMupoBaHue U yTBEPKIEHNUE KOMUCCUU
2. coop ucxonubix ganabix mo MCIIdx
3. anaym3 ucxoaHbIX AaHHbX o MCIIdH
4. npucoenue MCII/IH coOoTBETCTBYIOIIETO Ki1acca

5 JAOKYMCHTAJIbHOC O(bOpMJ'IeHI/Ie PE3yIbTaTOB KJ'IaCCI/I(I)I/IKaLII/II/I

38. K kakomy KJjaccy 3allMIIEHHOCTH OTHOCHTCH JIOKAJIbHAS BBIYMCINTE]LHAS CeTh
MYHMIMIAJIBHOTO OpPraHa oOJHOr0 u3 paiioHoB PocroBckoil o0jgacTH I KOTOPOro
ompeaejieHbl YPOBHHM yuiep0a: KOH(PUACHIHAJIBHOCTh — CPEeIHUIl; HEJOCTHOCTh — CPeIHUIi;
AOCTYITHOCTH — HU3KHMH:

1. K1

2. K2

3.K3

4. K4
39. ITpu npoBenennu kiaaccupukanuu UCIIIH yynThIBalOTCS HCXOHbIE JaHHbIE (6bl0epume
éce npasuibHvle OMeemsl):

1. xapakTepuctuku 6ezonacHoctu [1/[H

2. pexum o0pabotku [1/1H

3. tun yrpo3ssl UCII/IH

4. cornacue cyonekra [1/]x

5. knacc UCII/n
40. /lsis1 onpeaesieHUsl aKTYaJIbHBIX YIP03 0€30aCHOCTH NepcoHaabHbIX J1aHHBIX B UCIIIH

YUHUTBHIBAIOTCA (6b10€epume 6ce npasuibHvle OMEEntbl).
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1. BEpOATHOCTB peanu3ay yrpo3sl
2. BUJ TEXHUYECKOT0 KaHajla yTeUKHd HHPOPMALUU
3. ypPOBEHb OITACHOCTHU YIPO3bl
4. yrpo3sl 6e3onacHocTH [1/1H, nepeaaBaeMsbIX 110 CETSAM CBSI3U
5. HeraTMBHBIE MOCHeACTBUS 1711 cyObexToB [1/H
41. K kaKoif KaTeropuyu BHYTPEeHHHUX NOTEHUMAJIBHbIX HAPYLINTe/ el OTHOCHTCH CHCTeMHBIH
agvmuuucrparop UCIIAn?
1.3
2.4
3.5
4.6
5.7
42. K THIOBBIM Yrpo3aM, peajiu3yeMbIM Ha CeT€BOM U TPAHCHOPTHOM YPOBHSIX, OTHOCSTCS
(6v10epume 6éce npasunvrvie omeemsut):
1. yrpo3a, HanpaBiieHHasl Ha IOJMEHY JIOBEPEHHOI'O 00bEKTa
2. yrpo3a, HallpaBJICHHAsl Ha CO3/laHUE B CETH JIOKHOT'O MapIIpyTa
3. yrpo3a, HanpaBJieHHas: HA U3MEHEHHE [TOJIHOMOYHI I0BEPEHHOI0 00BEKTa
4. yrpo3bl, HallpaBJICHHbIE HAa CO3/IaHUE JIOKHOTO OOBEKTa C MCIOJIb30BAaHUEM HEIOCTATKOB
JITOPUTMOB YAAJIEHHOT'O IIOMCKA
43. K kakomy ypoBHIO 3ammmeHHocTH HeoOxoaumo otHectn MCIIIn, nas koropoit
AKTYaJIbHBI YIPO3bl 2-T0 TUIIA M HH(OPMALIMOHHASA cHcTeMa 00padaTbiBaeT MHbIE KATEr OPUH
NEePCOHATbHBIX JAHHBIX COTPY/IHUKOB OllepaTopa:
1.1
2.2
3.3
4.4
5.5
44. B KakoM JOKyMeHTe NpPHBEJACH IEPpeYeHb Mep, HANPaBJCHHbIX Ha o0ecneveHue
BBINOJTHEHUSI 00SI3aHHOCTEH ONMEpPaTOpamMH, SIBJSIIOIMMMMCH TOCYJAPCTBEHHBIMH  WJIH
MYHMIHMNAJIbHBIMHM OPraHAMM, 110 3AIIMTE NePCOHAIbHBIX JaAHHBIX:
1. ®enepanbubiii 3akoH oT 27.07.2006 Ne 152-@3.
2. IlocranoBnenue [IpaBurenscrea P® ot 01.11.2012 Nel119.
3. ITocranosnenue IIpaBurenscta PO ot 21.03.2012 Ne211.
4. ITocranosnenue IIpaBurenscta PO ot 15.09.2008 Ne687.
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5. IIpuxa3z ®CTOK ot 18.02.2013 Ne21.

45. B kakom AOKYMECHTE IIPUBEIACH COCTAaB U COAECPKAHUE OPraHU3AIUOHHBIX U TEXHUYECCKUX

mep,

HamnmpaBJ/JICHHBIX Ha o0ecreueHue 0e30MaACHOCTH MNEPCOHAJBHBIX JaHHBIX IIPH HX

oopadorke B UCIIAH:

1. ®enepanbubiii 3akoH 0T 27.07.2006 Ne 152-D3.

2. IlocranoBnenue [IpaButensecrea PO ot 01.11.2012 Nel119.
3. IlocranoBnenue IIpaBurenscta PO ot 21.03.2012 Ne211.
4. IToctanosnenue IIpaButensctBa PO ot 15.09.2008 No687.
5. IIpuxa3z ®CTIOK ot 18.02.2013 Ne21.

46. K KOH(l)I/I}IeHIII/IaJILHBIM JOKYMEHTAM MO2KHO OTHECTH:

47.

1.YupenutenbHble JOKYMEHTHI, YCTaBbl
2. JIoKyMeHTBI, cofiepKaliue IepcoHaIbHbIC TaHHbIC
3.J10KyMEHTBI, COCTaBISIOLIUE CITYKEOHYIO TallHY

YTpara kKoHpuaeHUMaJbHO WHpopMauuu, oO0padaTrbiBaeMOli M XpaHUMOH

KOMIIBIOTEPE, Yale BCEro NpoMCxXoauT 110 NPpUiInHE:

a) OTka3oB 000pYyIOBaHUS

0) Yrpo3 oT OKpyKaromiei cpebl

B) HemnpennamepeHHbIX OMIMOOK JIKLI, OOCITYKMBAIOIIMX CUCTEMY 00paOOTKH JTaHHBIX
r) XakepcKHX aTak

1) IocnencTBuii omMOOK MPOSKTUPOBAHUS U pa3pabOTKU CUCTEMBI 00paOOTKU JaHHBIX
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Yacte 2. OyHKIIMOHATIBHBIE KOMIIOHEHTHI Oe3omacHocT. Pocctannapt, 2013.

22. TOCT P MCO/M3K 15408-3-2013 HudopmanmoHHas TEXHOJIOTHUA. MeTOABl U CpPeACcTBa
oOecrieyeHus Oe3omacHocTH. Kpurepuu oneHkrn 06e30macHOCTH MH(POPMALMOHHBIX TEXHOJIOTHH.
Yacts 3. KomnoneHTs! gfoBepus k 6e3omnacHoctu. Poccrannapr, 2013.

23. TOCT P 56545-2015 3anura uaGopMarmu. Y 3BUMOCTH HH(HOPMAITMOHHBIX cucTeM. [IpaBuia
onucanus ys3sumoctu. Poccrangapr, 2015.

24, TOCT P 56546-2015 3ammra uHQOpMaLUU. YSA3BUMOCTH HWH(POPMALMOHHBIX CHCTEM.
Knaccudukanus ys3BuMoctu nHGOpMAIMOHHBIX cucTeM. Pocctanmapt, 2015.

25. PykoBopsimuii TOKyMEHT. 3allliuTa OT HECAaHKITMOHHUPOBAHHOTO JTOCTyIa K WH(popMaruu. YacTb
1. IlporpammHoe obecrieueHue cpeacTB 3ammThl HH(popmaruu. Krnaccudukanms mo ypoBHIO
KOHTPOJISI ~ OTCYTCTBUSL ~ HEACKJIAPUPOBAHHBIX  BO3MOXKHOCTEM.  YTBEpKIEHO  pEIICHUEM

npencenarens ['ocrexxkomuccuun npu Ilpesmaente Poccuiickoir @enepanun ot 4 uroHa 1999 r.
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Nell4.

26. CnernuanbHble TpeOOBAaHUS M PEKOMEHIAIMHU IO TEXHHYECKOH 3amuTe KOH(HIESHIIMAITBHON
nndopmanuu (CTP-K). YTBepxkaens npuka3zom ['octexkomuccuu Poccun ot 2.03.2001 Ne 282.

27. Tlonoxenue 00 arTecTand OOBEKTOB HH(POPMATHU3AIMU IO TPeOOBaHUSAM OE30MMaCHOCTH
uHpopmanuu. YTeepxkaeHno ['octexkomuccueit Poccun 25.11.1994.

28. Tlpukaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O06 yrBepxkacauu TpeOoBaHWil O 3amuTe
uH(pOpMalliK, HE COCTABJISIOUICH TOCYJapCTBEHHYIO TailHy, coJllepiKalleiicsi B rocylapCTBEHHBIX
MH(OPMALIMOHHBIX CHCTEMAX).

29. TpeboBaHust K OOECHEUCHHIO 3aIIUTHl HH(OpPMALMKM B aBTOMAaTH3HMPOBAHHBIX CHCTEMAax
yIpaBJIEHUS] TPOM3BOJICTBEHHBIMH M TEXHOJIOTMYECKHMHU MPOIECCAaMH HAa KPUTHYECKH BaKHBIX
00BeKTax, MOTEHI[UAIBHO OMACHBIX O0BEKTaX, a TAKKE 00BbEKTaX, MPEACTABISIONIUX MOBBIIICHHYIO
OMACHOCTH AJIS KU3HU U 370POBbs JIIOACH U JJISl OKPY)KAIOIIeH MPUPOIHON cpenbl. Y TBEPKIACHbI
npukazoM ®CTIK Poccuu ot 14 mapta 2014 r. Ne31.

30. TpeGoBanus K cucreMaM OOHapyKeHUs! BTOpKeHUH. YTBepxkaeHsl npukazom @CTIOK Poccun
ot 6 nexabps 2011 r. Ne 638.

31. IIpukaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yrBepxkaenun CocraBa U cOAepx aHUSI
OpPraHU3aIMOHHBIX U TEXHHUYECKUX Mep MO OOECIeYeHHI0 OE30MaCHOCTH MEPCOHATBHBIX TAHHBIX
npu uX 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTaHHBIX)

32. bazoBas Mojenb yrpo3 O€30MACHOCTH TEPCOHANBHBIX MHaHHBIX MpPU HUX 00paboTke B
MH(POPMALIMOHHBIX CHCTEMAaxX MepCOHAIBHBIX NaHHbIX. YTBepxkaeHa PCTIK Poccun 15.02.2008.
33. Meroauka ompeneneHusi akTyalbHBIX Yrpo3 O€30MacHOCTH TEPCOHAIBHBIX ITAHHBIX MPH HX

00paboTke B MH(POPMAIIMOHHBIX CHCTEMax MEPCOHANBHBIX NaHHBIX. YTBepxkaeHa PCTIOK Poccun

14.02.2008;

BA3bI JAHHBIX, UTHOOPMALIIMOHHO-CITPABOYHBIE U ITIOUCKOBBIE CUCTEMbI
1. NudopmarimonHo-mpaBoBasi cuctema «3akoHoaareascTBo Poccumny // OduinanbHbli HHTEPHET-
noprai npaBooii uadopmanuu — URL: http:// www.pravo.gov.ru;

2.0¢punnansabiii cadt ®CTIK Poccun — URL: http:// www.fstec.ru; 6ank mgaHHBIX Yrpo3
6e3zonacHocTr nHpopmanmu — URL: http://bdu.fstec.ru;

3.Karanor CTaHIapTOB /l OdunmanbHbIN cauT Poccrannapra — URL:

http://www.gost.ru/wps/portal/pages.CatalogOfStandarts;

4.1IpaBoBbI€ CIIPAaBOYHO-NTOMCKOBBIE cUCTEMBI («['apanT», «KoncynpTanT [lmoc»).
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